AMIRUL AZIM BIN AMRAN

Network and Security Graduate (Computer Science)
Address: Kuala Lumpur, Malaysia

Email: amirulazimiv@gmail.com

Contact: +60 129691530

LinkedIn: linkedin.com/in/amirul-azim

Website: sovayle.github.io

Driven Cybersecurity Graduate with proficiency in Mandarin and deeply passionate about security
operations monitoring, ethical hacking and forensics. Knowledgeable on Linux commands,
network security tools and applying technical skills on Capture The Flag (CTF) challenges. Eager to
secure career opportunities in Cybersecurity SOC Analyst Roles. Available to start working in
September 2024.

EDUCATION

International Islamic University Malaysia, Gombak, Selangor Oct 2020 - Aug 2024
Bachelor of Computer Science (Network And Security)
CGPA: 3.68

WORK EXPERIENCE

Cybersecurity SOC Analyst Internship Mar 2024 - Aug 2024
Vigilant Asia Sdn Bhd, Bukit Jelutong, Shah Alam

e Monitor EDR & SIEM platforms.

 Assist the analysts to investigate any security breaches and report alerts.

e Draft client emails for incident escalation based on the investigation made.

e Generate and create daily SIEM reports across all platforms.

e Present the escalated and open/close tickets during Shift Handover.
Computer Repair Technician Jun 2020 - Oct 2020
Computer Care Sdn Bhd, Sri Rampai, Kuala Lumpur

e Troubleshoot PC and laptop hardware and software issues.

 Installed computer parts such as HDD, SSD, laptop screen etc.

e Promoting and selling laptops to customers.

CERTIFICATIONS

Rocheston Certified Cybersecurity Engineer Jan 2024
TryHackMe Cyber Defense Apr 2024
TryHackMe SOC Level 1 Apr 2024
Microsoft SC-900: Security, Compliance, and Identity Fundamentals Apr 2023
Cisco CCNA: Enterprise Networking, Security, and Automation Jan 2023
Cisco CCNA: Introduction to Networks Jan 2022
SKILLS

Soft Skills: Leadership, Problem Solving, Communication, Collaboration, Adaptability,
Preservability

Language: Mandarin (Proficient), English (Native), Malay (Native)

Programming Languages: Python, Powershell, SQL, Bash, C, C++, Java

Cybersecurity: Alienvault USM (SIEM), Bitdefender (EDR), SentinelOne (EDR), Swimlane (SOAR),
Orca (Cloud Security), Metasploit, Kali Linux, Burp Suite, Nmap, Wireshark, Sysinternals, Core
Windows Processes, Autopsy, MITRE ATT&CK

Software: Microsoft Office, Virtual Box, VMware Workstation, Visual Studio Code, GitHub, Cisco
Packet Tracer


https://www.linkedin.com/in/amirul-azim/
https://sovayle.github.io/about/
https://cyberclass.rocheston.com/certificates/serial/56b195defa947d831c3fb32489f071c4
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-RA7VG4FJBI.png
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-VWF2BSRDQE.png
https://www.credly.com/badges/4e5d3c2c-313c-43db-bb77-fd168acb0c96
https://www.credly.com/badges/c6f9e8eb-7332-4e07-90b3-c1250a919a33
https://www.credly.com/badges/5056b3fa-50df-40f1-a121-e3b1e3905a7c

LEADERSHIP

Head of Public Relations Jun 2020 - Jun 2021
ITUM Special Interest Group (SIG) Cybersecurity

e Moderated cybersecurity workshops for students.

e Designed cybersecurity challenges to engage and challenge participants.

e Prepared comprehensive proposals and reports for cybersecurity programs.

AWARDS & ACHIEVEMENTS

Ranked Global Top 1% on TryhackMe Feb 2023 - Mar 2024
e https://tryhackme.com/p/AmirulAzim
CTF Competition participant

e Curtin Malaysia Capture The Flag (CTF) Hackathon 2023 - Rank 15/88 Oct 2023
e Petronas Inter-University 2023 Capture The Flag Competition - Rank 8/63 Oct 2023
e Siber Siaga Capture The Flag: Code Combat CTF Competition - Rank 13/21 Aug 2023
e UTAR The Amazing Cyberhunt CTF Competition - Rank 12/20 July 2023
e IIUM Special Interest Group CyberSecurity CTF Competition - Rank 1/14 May 2023
Awarded Dean's List for all 7 semesters. Oct 2020 - Aug 2024
REFERENCES
Dr. Andi Fitriah Abdul Kadir Mr. Rasodin bin Ramuddin Hamzah
CTF Supervisor & Lecturer, Rocheston Cybersecurity Engineer Trainer,
Department of Computer Science, Asia Pacific University of Technology & Innovation,
International Islamic University Malaysia, ras@apu.edu.my

andifitriah@iium.edu.my



